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October 1, 2019

Learn the workaround for versions of Outlook not compatible with TLS 1.0.

Problem

Most web hosts have disabled the obsolete security protocol, TLS 1.0, (https:/blog.nexcess.net/2018/05/11/tls-1-0-the-end-
is-nigh/) and Microsoft Outlook requires v. 1.0 to connect on some versions of Windows. A 1.1/1.2-compliant version of
Outlook will not be available until October 2018 at the earliest.

Preferred solution

To allow Outlook to connect TLS over 1.2 and retain PCI compliance, we recommend using lIS Crypto, a free tool from
Nartac Software (https:/www.nartac.com/Products/lISCrypto).

Alternative solution

This PCl-compliant solution allows Outlook to connect over TLS 1.1 and 1.2, but involves making changes to your
Windows registry.

If you are uncomfortable changing your registry, or prefer an alternative, we recommmend |IS Crypto, a free tool from

Nartac Software (https:/Wwww.nartac.com/Products/IISCrypto).

ATTENTION: This solution requires Windows Server 2008 R2 or Windows 7, or newer, and administrative access.

ATTENTION: This solution has not been tested on all configurations and your results may vary. For additional options,
see the Other resources (https:/docs.nexcess.net/article/how-to-allow-outlook-to-connect-over-tls-1-1-1-2.html#other)

section.

1. In the Windows Start menu, either in the RunBox or the SearchBox, type regedit and press Enter.
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2. Browse to HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schannel\Protocols.
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3. Under Protocols, add two new keys if not already present: TLS 1.1 and TLS 1.2 . To create a key, select Edit > New >

ServiceGroupOrder

Name Type Data

ab] (Default) REG 5Z (value not set)

mn

Key from the main menu. Inside each key, add another key, Client .

4. For the client key under TLS 1.1, right-click on the right pane. Select New > DWORD (32-bit) Value.
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5. Create a DWORD value called DisabledByDefault using the default value of 00000000.

Name Type
b (Default) REG_SZ

ol DisabledByDefault  EG_DWORD

(value not set)
0x00000000 (0)

6. Repeat Steps 4 - 5 for the client key under TLS 1.2

7. Restart the machine and launch Outlook, which should now connect to a server running only TLS 1.1 or 1.2.

Other resources
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-tls-1-1-and-1-2-in-outlook-on-windows-7/) "

e "Update to enable TLS1.1and TLS 1.2 as a default secure protocols in WinHTTP in Windows
(https://support.microsoft.com/en-us/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-a-default-secure-
protocols-in)," Microsoft Support Center

For 24-hour assistance any day of the year, contact our support team by email (mailto:support@nexcess.net) or

through your Client Portal (https://portal.nexcess.net/).

Was this article helpful?

< Yy YES >< L NO >< ® SEND FEEDBACK >

Table of Contents

Problem

Preferred solution

Alternative solution

Other resources

Related Questions

How to create and manage email filters (/77210-setup-for-your-nexcess-service/how-to-create-and-manage-email-

filters)

How to retrieve email headers (/77209-third-party-email-clients/how-to-retrieve-email-headers)

Setting up a Fetch mail account in Horde (/77209-third-party-email-clients/setting-up-a-fetch-mail-account-in-horde)

What is SpamAssassin? (/77209-third-party-email-clients/what-is-spamassassin)

Popular Questions

How to find the IP address of a website or server (/77289-ip-management/how-to-find-the-ip-address-of-a-website-or-

server

How to change SSH passwords from the CLI (/77281-ssh/how-to-change-ssh-passwords-from-the-cli)

How to decompress files in gzip (/77285-other/how-to-decompress-files-in-gzip)

How to repair MySQOL tables (/74113-siteworx/how-to-repair-mysql-tables)

Recently Updated

Using Jilt with Managed WooCommerce Hosting (/79236-woocommerce/using-jilt-with-managed-woocommerce-

hosting)

Using Glew on Managed WooCommerce Hosting (/79236-woocommerce/using-glew-on-managed-woocommerce-

hosting)
Setting Expire Headers & ETags (/74095-wordpress/setting-expire-headers-etags)

How to Use Qubely Pro (/74095-wordpress/how-to-use-qubely-pro)

https://help.nexcess.net/77209-third-party-email-clients/how-to-allow-outlook-to-connect-over-tls-1112

HELP(HTTPS://WWW.NEXCESS.NET/SUPPORT

3/4



4/14/2020 How to allow Outlook to connect over TLS 1.1/1.2 - Nexcess

Py NEXCESS (HEMINONVNEXCRPESNET) - FEATURES - HELP(HTTPS://WWW.NEXCESS.NET/SUPPORT

A Liquid Web Brand

Can't find what you're looking for?

Our award-winning customer care team is here for you.

Contact Support (/contact-us?contact_query=Please%20enter%20your%20question)

Py NEXCESS

A Liquid Web Brand

W (https:/twitter.com/nexcess) in (https://www.linkedin.com/company/nexcess) f_(https:/www.facebook.com/nexcess)
(https://www.instagram.com/nexcess/)

https://help.nexcess.net/77209-third-party-email-clients/how-to-allow-outlook-to-connect-over-tls-1112 4/4



